IHOJIUTUKA
rocy1apcTBEHHOI 0 010/I’KETHOI'0 YUPpeKIeHHs 3APABO0XPaHECHH
«l'opoackas kiuHM4Yeckas 00abHUIA Ne 3))
B OTHOLLICHHMHU 00padOTKH NEePCOHAIBHBIX JAHHBIX U peajin3auuu
TpeOOBAHUI B OTHOLICHUH 3AIMThHI IEPCOHAJIbHBIX IAHHBIX

1. TepmuHbI M onpeaeJie HUSA

[lepconanbhbie naHHBIE - Jr00as WHQOPMALUSA, OTHOCAIRSACS K MPSAMO MM KOCBEHHO
OTIpeIeIECHHOMY, HJIH OllpeAesieMoMy (GU3M4YecKoMy JHUIY (CYObEKTY MepCOHANBHBIX JaHHBIX).

Omneparop - rocynapcTBEHHBII OpraH, MyHUIIUIIAJIBHBIN OpPraH, OPUANYECKOE UITH (PU3HUecKoe
JUL0, CaMOCTOSITEIbHO MJIM COBMECTHO C JPYTMMH JIMIJAMU OpraHusyionme u (Wiaum)
OCYIIECTBIISIIOIIME 0OpabOTKY MEPCOHANBHBIX JaHHBIX, a TakKe ONMpeeNsonme enu oopadboTku
NEPCOHAIIBHBIX JaHHBIX, COCTaB IEPCOHAIBHBIX HAHHBIX, MOAJISKAIMX O00paboTKe, IeHCTBUS
(omeparumn), coBepIaeMbie ¢ IEPCOHABHBIMU JIAHHBIMH.

OOpaboTka TEPCOHANBHBIX JAaHHBIX - JF00OE JelcTBUE (Omeparus) WM COBOKYITHOCTB
JeicTBUI (ormepanuii), COBEpLIAeMbIX C HCIIOJIb30BAaHUEM CPEICTB AaBTOMAaTHU3alMM HIU 0e3
UCIIOJIb30BAHMUSl TaKUX CPEICTB C T[EepCOHAIBHBIMU JIaHHBIMHU, BKIOuYas cOop, 3aIluCh,
CHUCTEeMAaTH3aIlMI0, HAKOIJIEHWEe, XpaHeHue, yrouyHeHue (OOHOBIEHUE, U3MEHEHHUE), U3BJICUCHUE,
UCIIONIb30BaHME, Tepenady (pacrnpocTpaHEHHe, MpeNoCTaBICHHE, JOCTYM), OOe3ITNYHBaHUE,
OJI0KMpOBaHKE, YIAJIIEHUE, YHUUTOKEHNE EPCOHANBHBIX JTaHHbBIX.

ABTOMaTH3UpOBaHHAas 00pabOTKa MEPCOHANBHBIX MTaHHBIX - 00paboTKa MepCOHANBHBIX
JAHHBIX C TOMOLIBIO CPEJICTB BHIUYUCIUTENBHON TEXHUKY.

PacnpocTpanenue mnepcoHaNbHBIX JaHHBIX - JEWCTBHS, HalpaBJjeHHbIE Ha pPACKPbITHE
MepPCOHAIBHBIX JAHHBIX HEOMPEICTICHHOMY KPYry JIHII.

[IpenocraBneHne mepcOHANBHBIX JAaHHBIX - JIEHCTBMS, HAIpaBJICHHBIE Ha PacKpbITHE
MEePCOHAIBHBIX JAHHBIX OMPEICIIEHHOMY JIMIY UITU OIPEICIIEHHOMY KPYyIy JIMII.

BnokupoBanue nepcoHaIbHBIX JaHHBIX - BPEMEHHOE IpeKpallieHne 00paboTKH MepCOHaTbHbIX
JAHHBIX (32 UCKIIOUEHUEM CITy4aeB, eciii 00paboTka HeoOXoauMa /ISl YTOUHEHUsI MEePCOHATBHBIX
JAHHBIX).

YHUUTOXKEHUE TNEPCOHANBHBIX NAHHBIX - JEHCTBUS, B pe3ylbTaTeé KOTOPBIX CTAHOBUTCH
HEBO3MOXXHBIM BOCCTaHOBHUTH COJICPKAHHUE MEPCOHANBHBIX TAaHHBIX B WH(POPMALMOHHOW CHUCTEME
MEepPCOHABHBIX TAHHBIX U (WJU) B pe3yJabTaTe KOTOPHIX YHHUYTOXKAIOTCS MaTepuaibHble HOCHUTEIN
NIEPCOHAIBHBIX JAHHBIX.

OO0e3nmuunBaHue TEPCOHANBHBIX JTaHHBIX - JEHCTBHS, B PE3ylbTare KOTOPBIX CTAaHOBUTCS
HEBO3MOXXHBIM 0€3 MCIOJIB30BAHUS JOMOIHUTEIFHON HHMOPMALUK ONPENEIUTh TPUHAATIC)KHOCTD
NEPCOHAIIBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY MEpPCOHAIbHBIX JaHHBIX.

HNudopmManioHHas cCTeMa MepCOHANbHBIX TAHHBIX - COBOKYITHOCTh COZAEpKalmMXcsi B 0azax
JTAHHBIX IEPCOHANBHBIX TAHHBIX U 00ECTIEUNBAIONX UX 00pabOTKy MHMOPMALIMOHHBIX TEXHOJIOTUH
Y TEXHUYECKUX CPEJCTB.

TpancrpanuyHas nepenadya MepcoOHANbHBIX JAHHBIX - Mepefada MepCOHANbHBIX JaHHBIX Ha
TEPPUTOPUIO HMHOCTPAHHOIO TIOCyJapcTBa OpraHy BJIACTU HMHOCTPAHHOIO TOCYZJapcTBa,
MHOCTPAaHHOMY (PU3MYECKOMY JIUITY HJIK HHOCTPAHHOMY IOPHANYECKOMY JIHILY.

2. Ha3HaueHWe W MPaBOBasi 0CHOBA TOKYMEHTA

INomutnka Ha3eanue opranuzanuu (manee mo Tekcty — OpraHu3ammus) onpenessieT CHCTEMY
B3IVISI0B Ha Mpo0sieMy obecriedeHust 0€301MacCHOCTH TEPCOHAIBHBIX JAHHBIX U TIPEACTABIISET COO0M
CHUCTEMATU3UPOBAHHOE M3JIOKECHUE IIeNIel M 3a/ad 3alMThl, KaK OJHO WM HECKOJIBKO MPaBUIL,
IpOIEeaAyp, MPAKTUYECKUX IPUEMOB M PYKOBOISIIMX TPUHIMIIOB B 00JIACTH WH(OpPMAIIMOHHOMI
0e30MacHOCTH, KOTOPBIMU pPYKOBOJCTBYyeTcsi OpraHu3amusi B CBOCH JEATEIBHOCTH, a TaKKe



OCHOBHBIX NPHUHIIUIIOB IOCTPOCHHS, OPTaHU3AMOHHBIX, TEXHOJOTMYECKUX M MPOIEAYPHBIX
aCTeKTOB oOecreueHus: 6e30MacHOCTH IEPCOHATBHBIX TAHHBIX.

3akoHozaTebHONM OcHOBOW Hacrosied [lomutuku sBastorcs Konctutynus Poccuiickoit
®enepaunu, ['paxkaanckuii, YronoBHblil U TpynoBoi koaekcel, @enepanbHbiii 3akoH ot 27.07.2006
Ne 152-®3 «O mepcoHalbHBIX JaHHBIX», 3aKOHBI, YKa3bl, MOCTAHOBIEHUS, IPYTHE HOPMATHBHBIC
JIOKYMEHTBI JCHCTBYIOIIETO 3aKoHOAaTenbcTBa Poccuiickoit Denepamnuu, nokymeHTel @ CTOK n
®CB Poccun.

Ucnons3oBanne naHHod IlonuThky B KauecTBE OCHOBBI JUISI MOCTPOEHUS! KOMILJIEKCHOM
CUCTEeMBbl WHQPOPMAIMOHHON O0€30IaCHOCTH TIEPCOHAIBHBIX JAHHBIX OPTraHW3aIl[UH ITO3BOJIHT
ONTUMH3UPOBATH 3aTPAThI HA €€ MOCTPOCHUE.

[Ipu pazpaborke IloMUTHKM YYUTHIBATHCH OCHOBHBIC NMPUHIMIIBI CO3MAHUS KOMIUIEKCHBIX
cucteM obOecriedeHuss 0€30MacHOCTH  HWHQOpMAINMHM, XapakTEePUCTUKH HW  BO3MOXKHOCTH
OpPTraHU3aIIMOHHO-TEXHUYECKMX METOJOB M COBPEMEHHBIX alMapaTHO-IPOrPaMMHBIX CPEICTB
3alMTHI U IPOTUBOICHCTBHS YTpo3aM 0€301MacHOCTH HHPOPMAITUH.

OcHoBHble noniokeHus [lonmuTuku Ga3upyrOTCS HA KAYECTBEHHOM OCMBICIEHHH BOIIPOCOB
Oe3omacHoCTH MHGOPMAIUM M HE 3aTParuBarOT BOMPOCOB HSKOHOMHUYECKOTO (KOJMYECTBEHHOTO)
aHaJlM3a pUCKOB U 00OCHOBAaHMS HEOOXOIMMBIX 3aTPaT Ha 3Ty UH(POPMALIUH.

3. OcCHOBHBIMHM O0BEKTAMM CHCTEMbl 0€30IMACHOCTH NEPCOHAJBHBIX [aHHBIX B
OpraHu3aluu siBJISIIOTCS

— nHGpOPMAIIMOHHBIE PECYPCHI C OTPAHHUYEHHBIM JTOCTYIIOM, COJIEp>KaIle MePCOHATbHBIE

JAaHHBIC,

— mporeccbl  00pabOTKM — MEepCOHATBHBIX JAaHHBIX B HH(POPMAIIMOHHBIX CHCTEMax
MepCcoHaIbHBIX JaHHBIX Opranuzanuu, HHGOPMAIMOHHBIE TEXHOJIOTUH, PETJIAMEHTHI U MPOIEAYPHI
cbopa, 00pabOTKH, XpaHESHUS U TIepeaun HH(OpMaIiH, IepcoHal pa3paboTINKOB U IMOJIB30BaTENICH
CUCTEMBI U €€ 00CTYKMBAIOLMN MepcoHa;

— nHpOpMAIIMOHHAsA HWHQPACTPYKTypa, BKIIOYAIOMAS CHUCTEMbl OOpa0OTKM U aHaIu3a
nHPOPMAITNHU, TEXHUYECKAE U MPOrpaMMHBIE CPEICTBA € 00pabOTKH, Mmepeladil U OTOOpaKEeHUs, B
TOM YHCJI€ KaHaJIbl HH(OPMAallMOHHOTO 0OMEHa U TEJIEKOMMYHHKAIINHU, CUCTEMBI U CPEJICTBA 3alUTHI
uHQpopMaIui, 0OBEKTH ¥ TOMEIICHHUS, B KOTOPBIX PACIIOJIOKEHBI TEXHUYECKHUE CPEIICTBA 00pabOTKU
MEPCOHAIBHBIX TaHHBIX.

4. UuTepecskl 3aTparuBaeMbIX Cy0be KTOB HH() OPMALIMOHHBIX OTHOILLC HUMH

CybObexkramu wH(QOPMAITMOHHBIX OTHOIICHUH TTPU 00eCTIeYeHUH O€30IMaCHOCTH MEPCOHATBHBIX
JaHHbIX OpraHu3aluu sBISIFOTCSL:

— Opranu3sanus, Kak coOCTBEHHUK HH(POPMAI[MOHHBIX PECYPCOB;

— PYKOBOACTBO M COTpyAHMKM OpraHuzaliy, B COOTBETCTBUU C BO3JIO)KEHHBIMU Ha HUX
dyHKIHAMY;

— (u3nyeckue nuia, He ABISIONMECS COTpyIHUKaMU OpraHusaiii, HO UMEIOUMMU C Hei
OTHOLIEHUS.

[lepeuncnenHble CyObeKThl MH(QOPMAIIMOHHBIX OTHOLLIEHUH 3aTHTEPECOBAHBI B 00ECIIEUEHU N

— CBOEBPEMEHHOTO J0CTYIa K HEOOXOAMMBIM UM MEPCOHATBHBIM JaHHBIM (UX JIOCTYITHOCTH);

— JIOCTOBEPHOCTH (ITOJTHOTHI, TOYHOCTH, aJIEKBATHOCTH, LIEIOCTHOCTH ) IEPCOHANIbHBIX JAHHBIX;

— KOH(MIeHIIMaNbHOCTH (COXpaHEHUS B TallHE) MEPCOHAIBHBIX JJAHHBIX;

— 3aUMThl OT HAaBS3bIBAHUS MM JIOXKHBIX (HEJOCTOBEPHBIX, MCKAKEHHBIX) IEPCOHAIBHBIX
JTAHHBIX;

— pasrpaHUYeHMs] OTBETCTBEHHOCTHU 32 HapYILEHUs] UX IpaB (MHTEPECOB) U YCTAHOBJICHHBIX
npaBuil 0OpalleHusl C MepCOHATBHBIMU JaHHBIMH;

— BO3MOXXHOCTU OCYILIECTBJIEHMSI HENPEPBIBHOIO KOHTPOJIS M YIPABIEHUS IPOLEccCaMu
00paboTKU U nepeaayd NepCoOHANbHbBIX JaHHBIX;

— 3alMThl IEPCOHAIBHBIX JAHHBIX OT HE3AKOHHOI'O PaclpOCTPaHEHUSI.



4.1.1lesm 321 THI

OCHOBHOU T1IeJIbI0, HAa JOCTHXKCHUE KOTOPOH HANpaBJICHBl BCE IOJOXKEHUS HACTOSIICH
[lomuTuku, sBAsSETCS 3alMTa CYOBEKTOB HWHQOPMAIIMOHHBIX OTHOUEHUN OpraHuzanuu OT
BO3MOXXHOTO HAHECEHUsS MM MaTepuajabHOro, (M3MYECKOro, MOPAJbHOTO WM WHOTO VIiepoa,
MOCPEJCTBOM CIIYJAHOTO WJIM MPEIHAMEPSCHHOTO BO3JCHCTBUS Ha IMEPCOHAIBHBIC JTaHHBIC, WX
HOCHTEJIH, IPOIeCcChl 00paObO0TKU U Mepeiavu.

VYkazaHHasi IeNb JOCTUTAETCS MOCPEACTBOM 00eCredeHHsT W MOCTOSHHOTO TMOJepKaHUs
CIICayronmx CBOUCTB MECPCOHAIIBHBIX TaHHBIX!

— JOCTYITHOCTH TEPCOHANBHBIX JAaHHBIX JUIS JIeTAIbHBIX TOJIb30BaTeNel (yCTOWYHMBOTO
(GyHKIMOHUPOBaHHS HHPOPMALMOHHBIX crucTeM OpraHu3aluu, Ipyu KOTOPOM TTOJIB30BATENIN UMEIOT
BO3MOXKHOCTbH IMOJTy4eHUsI HeOOXOIMMBIX MEPCOHAIbHBIX JaHHBIX U PE3y/IbTaTOB PELICHHUs 3a/1a4 3a
npueMIIeMOe JUIsl HUX BpeMsi);

— LIEJIOCTHOCTH W AayTEHTHUYHOCTH (TMOATBEP)KJIEHUE aBTOPCTBA) NEPCOHAIBHBIX JAHHBIX,
XpaHUMBIX U 00pabaThiBaeMbIX B HH(POPMAIIMOHHBIX cucTeMax OpraHu3alMy U mepeiaBaeMoil 1mo
KaHaJIaM CBSI3H;

- KOHCbI/I)IeHI_[I/IaJ'II)HOCTI/I - COXpaHCHHS B Talige Ol'[pe)IeJ'IeHHOI\/’I YaCTH NNEPCOHAIIBHBIX JaHHBIX,
XpaHUMBIX, 00padaThIBAEMbIX U MEPEIaBAEMBbIX 110 KaHAIAM CBSI3H.

HCO6XOI[I/IMBII7I YPOBCHBb AOCTYIMTHOCTHU, HECIOCTHOCTHU U KOH(l)I/II[eHIII/IaJH)HOCTI/I ICPCOHAIBHBIX
JTAaHHBIX 00€CleYyMBAETCs COOTBETCTBYIOIIMMH MHOXECTBY 3HAUMMBIX yIPO3 MeETOJaMU U
CpeICTBaMHU.

4.2.0cHOBHBIE 321a4U CHCTEeMbI 00ecreyeHusi 0€30MACHOCTH e PCOHATBHBIX JAHHBIX

JIJist TOCTHKEHMsI OCHOBHOM I1€JTH 3aIMTHI U 00eCTIeUeHU S YKa3aHHBIX CBOMCTB MEPCOHATBHBIX
JaHHBIX cucreMa obecrieueHuss HHGPOpPMAaMOHHON Oe3onmacHocT OpraHu3aluu  J0JKHA
obOecrieunBaTh YPPEKTUBHOE PEIICHUE CIEAYIOIMX 3aa4:

— CBOCBPEMEHHOE  BBISBJICHHE, OLEHKA W MNPOTHO3UPOBAHWE HCTOYHHKOB  YIpo3
WHPOPMAITMOHHON 0€30MacHOCTH, MPUYMH M YCIOBUM, CIIOCOOCTBYIONMX HAHECEHHUIO yIepOa
3aMHTEPECOBAHHBIM CYOBEKTaM HMHGOPMAIMOHHBIX OTHOIICHUH, HApPYIICHUI0 HOPMAaIbHOTO
(GyHKITMOHUPOBAHUS MHPOPMAITMOHHBIX crucTeM OpraHu3alium;

— CO3/IaHHMe MEXaHM3Ma OMEepPaTUBHOIO pearnpoBaHUs Ha Yrpo3bl O6e30macHOCTH UHGOPMAIIUN
Y HETaTUBHBIC TCHICHIUH;

— CO3/aHHME YCIOBUW JUIi MHUHHUMH3AIlMU M JIOKAIM3al[Md HAHOCHMOIO  yiepda
HEMPaBOMEPHBIMU JICHCTBHUSAMH (DU3MYECKUX U IOPUIUUYECKUX JIHI[, OclIabJeHue HEraTUBHOTO
BIIMSIHUS ¥ JIMKBUIAIIHS TTOCIICACTBUI HApYIICHHST O€30IMacCHOCTH MH(QOpMaIIHy;

— 3alMTy OT BMEIIATENILCTBA B Tpolecc (yHKIMOHUPOBAHUS HHGPOPMAIMOHHBIX CHCTEM
Opranu3anuy NOCTOPOHHUX JIUI (OCTYN K HHMOPMAIMOH HBIM pecypcaM JIOJKHBI UMETh TOJIBKO
3apeTHCTPUPOBAHHBIE B YCTAHOBJIIEHHOM MOPSIIKE MOJIH30BATENH ),

— pasrpaHUYeHHE JOCTYIA MOJIb30BaTeNeH K MHGOPMAIIMOHHBIM, alllIapaTHBIM, TPOTPaMMHBIM
U UHBIM pecypcaM OpraHuzanuu (BO3MOKHOCTB JJOCTYIIA TOJBKO K TEM pecypcaM W BBITTOJHEHHS
TOJIBKO T€X OIepaluii C HUMHU, KOTOPbI€ HE0OX0AMMbI KOHKPETHBIM MOJIB30BATENSIM JJIs1 BBITIOJIHECHUS
CBOHUX CITYEOHBIX 00S3aHHOCTEH ), TO €CTh 3alMTy OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA;

— obecrieueHue ayTeHTU(UKAITNHY TTOJIB30BaTENIEH, YIaCTBYIOIIMX B HH(QOPMAIlMOHHOM OOMEHE
(moATBepKACHUE TOATUHHOCTH OTIIPABUTEIS U MTOTydaTeNst H(opmanmm);

— 3a0MUTy OT HECAHKIMOHWPOBAHHOH MOAM(UKAIIMHA HCIOJIb3YeMBbIX B WH(OPMAIIMOHHBIX
cuctemax OpraHuzaiuv TPOTPAMMHBIX CPEACTB, a TakKe 3allUTy CUCTEMbl OT BHEIPCHUS
HECaHKI[MOHUPOBAHHBIX ITPOTPaMM, BKIIIOYAsi KOMIIBIOTEPHBIE BUPYCHI;

— 3auMTy UHGOPMAIUM OTPAHUYEHHOTO MOJIb30BAHUS OT YTEUKH I10 TEXHHUYECKUM KaHallaM
npu ee 00paboOTKe, XpaHEHUH U Ilepeaye 1Mo KaHajlaM CBSI3H.

4.3.0cHOBHBIE MYTH pelieHUA 321249 CUCTEeMbI 3alIMThI



[locTaBneHHbIE OCHOBHBIE LI€JM 3allMThl W pEIIEHHWE MEpPEeUrCICHHBIX BBILE 3a/ad
JOCTUTAIOTCSL:

— CTPOTHM y4€TOM BCEX NOUIeKANMX 3alMTe pPECypCcoB HMHQPOPMALMOHHBIX CHCTEM
Opranuzanuu (MHGOpManny, 3a/1a4, JOKYMEHTOB, KaHAJIOB CBSI3U, CEPBEPOB, aBTOMATH3UPOBAHHBIX
pabounx mecr);

— )KYpHAJTUPOBaHUEM JEHCTBUU TMepcoHaNa, OCYIIECTBISIOMIETO  OOCTyXHBaHUE H
MO (P KAIINIO TTPOTPAMMHBIX M TEXHUYECKUX CPEACTB HH(MOPMAIIMOHHBIX CHCTEM;

— [IOJIHOTOM, peaJibHOM  BBINOJHUMOCTBIO M HEMPOTHBOPEUMBOCTHIO  TpeOOBaHUIl
OpraHU3alMOHHO-PACTIOPSIUTENbHBIX JOKYMEHTOB OpraHuszaluyd MO BOIpocaM oOecreueHus
6e30macHOCTH UH(POPMALINH;

— MOATOTOBKOM JIOJDKHOCTHBIX JHI[ (COTPYIHUKOB), OTBETCTBEHHBIX 3a OpPraHHU3alUI0 U
OCYIIECTBJICHHE IMPAKTHUECKUX MEpOINPHUATHI MO obOecreueHuto Oe30MacHOCTH MEPCOHATBHBIX
JTAHHBIX U TPOIIECCOB UX 00pabOTKH;

— HaJIeJICHUEeM KaXIO0ro COTpYAHMKa (TOJb30BATENsI) MHUHUMAIBHO HEOOXOIUMBIMHU JUIS
BBINIOJTHEHUSI UM CBOMX (PYHKIHMOHAIBHBIX OOS3aHHOCTEH MMOJHOMOYMSIMU IO JIOCTYNy K
uHQOpMaIIMOHHBIM pecypcaM OpraHuzaiui;

— YeTKUM 3HAaHUEM U CTPOTUM COONIOJIEHHEM BCEMH I10JIb30BATENSAMH WHQOPMAIIMOHHBIX
CUCTEM OpraHu3aluy TpeOOBAaHUI OpraHU3aIlMOHHO-PACIOPAAUTENbHBIX IOKYMEHTOB 110 BOIIPOCaM
obecrieueHus 6€301MacCHOCTH MH(POPMAITHH;

— [IEPCOHAJILHOM OTBETCTBEHHOCTHIO 34 CBOU JEMCTBUS KaXKJIOTO COTPYIHUKA, B paMKax CBOUX
(GyHKIIMOHATBHBIX 00sI3aHHOCTEN UMEIOILETO JOCTYN K MH(POpMAIMOHHBIM pecypcam OpraHuzaiui;

— HENPEPBHIBHBIM MOJ/IEP)KaHUEM HEOOXOAWMOTO  YPOBHS 3alMIICHHOCTH  3JIEMEHTOB
uHpopMaIMoOHHOM cpeapl Opranu3aiuu;

— IPUMEHEHUEM (PU3MYECKHX M TEXHHYECKUX (IPOrpaMMHO-aNNapaTHbIX) CPEICTB 3alThI
PECYpCOB CUCTEMBI U HENIPEPHIBHON aIMUHUCTPATUBHOM MOIEPKKOM UX UCIIOJIb30BAHMUS,

—3(eKTUBHBIM KOHTPOJEM HaJ COONMIOJCHHUEM TOJB30BATENAMU HMH(OPMAIIMOHHBIX
pPECYPCOB OpraHu3aluy TpeOOoBaHUH 1Mo oOecrieueHu o 6€30IMacCHOCTH HH(POPMAITUH;

— IOpUIMYECKON 3almMTON HHTepecoB OpraHuzaluy MpU B3aUMOJEHCTBUM C BHEIIHUMHA
OpraHu3aIUsAMH (CBSI3aHHOM C 0OMEHOM IePCOHAIBHBIMU JAHHBIMH ) OT IIPOTUBOIIPABHBIX AU CTBUIH,
KaK CO CTOPOHBI 3TUX OpraHU3alii, TaK U OT HECAaHKI[MOHUPOBAHHBIX AEHCTBUI 00CTYKHBAIOLIETO
nepcoHasna U TPeThbUX JIHII.

5. llpuHnunsbl cucTeMbl 0€30NMACHOCTH NEePCOHATIBHBIX JAHHBIX

[TocTpoenue cucremsl, oOecrieueHus: 0€30M1aCHOCTH MEPCOHANBHBIX AaHHbIX Opranu3anuu, 1
ee (pyHKIIMOHUPOBAaHUE JOJKHBI OCYIIECTBIISATHCS B COOTBETCTBHH CO CICAYIOIMMU OCHOBHBIMH
NPUHIUIIAMHU:

— 3aKOHHOCTb;

— CUCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HETIPEPBIBHOCTB;

— CBOEBPEMEHHOCTB;

— MPEEMCTBEHHOCTb U HETPEPHIBHOCTH COBEPILIEH CTBOBAHUS;

— pa3yMHas JOCTaTOYHOCTh (IKOHOMHUYECKas 11e1eCO00Pa3HOCTbh);

— MEepPCOHAJIbHAS! OTBETCTBEHHOCTB;

— MUHUMHU3AIUS TOJTHOMOYH;

— UCKIIIOYEHHE KOH(NINKTa UHTEPECOB;

— B3aUMOJICHICTBUE U COTPYIHUYECTBO;

— T'UOKOCTh CHCTEMBI 3aIlUTHI;

— OTKPBITOCTbh QITOPUTMOB U MEXaHU3MOB 3aILMTHI;

— MPOCTOTa MPUMEHEHHUS CPEJCTB 3aLUTHI;

— 000CHOBAaHHOCTb U TEXHHUYECKAsl PEaTN3yeMOCTh;



— CIICIHATH3ALHS ¥ TPOPECCHOHATIH3M;
— 00513aTeIBHOCTh KOHTPOJIS.

5.1.3akoHHOCTH

[IpennonaraeT OCyIIECTBIEHHME 3alMTHBIX MEPOIpPUATHNH U  pa3pabOTKy CHCTEMBI
0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX OpraHu3anuu B COOTBETCTBHM C JCHCTBYIOIM
3aKOHOJJaTENILCTBOM B 00JIACTH 3aIMTHI MIEPCOHATBHBIX JAHHBIX, a TAKKE IPYTHMX 3aKOHOIATEIbHBIX
akToB 1o Oe3omacHocTH wHpopManuu P®D, ¢ TpUMeHEHHWEM BCEeX J03BOJICHHBIX METOJIOB
OOHapyKeHHs ¥ IPECeYCHNS MPABOHAPYIICHUH TP padoTe ¢ MepCOHATBHBIMU TaHHBIMU. [ I[puHSTHIC
Mepbl  0€30HMaCHOCTH  NEPCOHAJBHBIX JAHHBIX HE JOJDKHBI  MPEMsITCTBOBaTh  JOCTYIY
IIPABOOXPAHUTEIBHBIX OPTAHOB B MPETYCMOTPEHHBIX 3aKOHOIATEIILCTBOM CITydasiX.

Bce nonp3oBaTenn nHGOpMamOHHBIX cucTeM OpraHu3anuy 10KHBI HMETh IPEACTaBIICHIE
00 OTBETCTBEHHOCTH 3a IIPaBOHAPYIICHHs B 00JacTH 00pabOTKU MEPCOHABHBIX JaHHBIX.

5.2. CucreMHOCTH

CucTteMHBI TOAXOM K TOCTPOCHHIO CHUCTEMBbI 3aumThl HH(opManuu B OpraHuzaimu
npeanojaract y4€T BCEX B3aUMOCBA3aHHBIX, B3aI/IMOI[CI\/JICTByI-OIHI/IX " UBMCHAIOIIMXCA BO BPEMCHU
9JIEMEHTOB, YCIOBUM U (PAKTOPOB, 3HAUMMBIX JUISI TOHUMAHUS U pelieHus mpoOiaeMbl o0ecrieueHus
0€30MacHOCTH MEPCOHANBHBIX JJAHHBIX.

[Ipu cozmaHuu CHCTEMBI 3alUThI JOJDKHBI YUUTHIBAThCA BCE cllabble W Hambosee YsI3BHUMbIE
MecTa UHGOPMAIMOHHBIX cucTeM OpraHuzaluu, a TaKKEe XapakTep, BO3MOXKHBIE OOBEKTHl U
HalpaBJICHUs aTaK Ha HEE CO CTOPOHBI HapymmTeleld (0COOEHHO BBICOKOKBATH(PUIITMPOBAHHBIX
37I0YMBIIITIEHHUKOB ).

Cucrema 3anMThl JOJDKHA CTPOUTHCS C YY4ETOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
MMPOHWKHOBCHHA U HCCAHKIITMOHUPOBAHHOI'O JOCTYIIA K I/IH(1)OpMaHI/II/I, HO U C YUCTOM BO3MOKHOCTHU
MOSIBJICHUS IPUHLIMITUATBHO HOBBIX ITyTEH peain3aliu yrpo3 6e30nacHOCTH.

5.3. KoMIJIe KCHOCTH

KoMIlJiekCHOe  MCIOJIB30BAHHE METOJOB M CPEJCTB 3aIlMTHl KOMITBIOTEPHBIX CHCTEM
MpearnoiaraeT COrJacoBaHHOE MPUMEHEHHE Pa3sHOPOIHBIX CPEICTB MPU IMOCTPOSHUH IEITOCTHON
CUCTEMBI 3allMThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAJIBl peau3aluu Yrpo3 U
HE coJieprKalleld ClIa0bIX MECT Ha CTHIKAX OTJIEIBHBIX €€ KOMITOHEHTOR. 3allTa JOJDKHA CTPOUTHCS
SIIETIOHUPOBAHO. BHemmHss 3ammTa JOKHA oOecrmednBaThCs (U3HUYECKUMHU  CPEICTBAMHU,
0pFaHH3aHI/IOHHI)IMI/I nu HpaBOBBIMI/I MepaMI/I.

5.4.Henpe ppIBHOCTH 3a1LMTHI

OOGecnieueHre 0€30IaCHOCTH MEPCOHANBHBIX JaHHBIX - IIPOLIECC, OCYLIECTBIISIEMBI I
PYKOBOJICTBOM OpraHU3aIiH, OTBETCTBEHHBIMHU 32 OPraHU3aI10 00padOTKU MEePCOHATBHBIX JAHHBIX
U COTPYIHUKAMH BCEX YpOBHEH. DTO HE TOJBKO M HE CTOJIBKO MPOLEAYypa WU MOJUTHKA, KOTOpast
OCYLIECTBIISIETCS. B ONPEICIIEHHBIN OTPE30K BPEMEHU UIIM COBOKYITHOCTH CPEJICTB 3aLUThI, CKOJIBKO
IPOIECC, KOTOPBIM JTOKEH MOCTOSHHO MJITH Ha BCeX YPOBHSX BHYTpU OpraHuzanuu M Kaxbli
coTpyaHuk OpraHuzaliy JTODKEH HPUHHMATh ydacTHE B 3TOM Ipouecce. JleATenbHOCTh Mo
obecrieueHnI0 WHGOPMAITMOHHONW O€301TaCHOCTH SBJISIETCS COCTAaBHOM YacThIO IMOBCEAHEBHOU
nesrensHocTH Opranuzanuu. M ee 3(peKTUBHOCTh 3aBUCUT OT y4acTHs pykoBoJcTBa OpraHuszanuu
B oOecrieueHN U WH(POPMAIIMOHHO 0€301MaCHOCTH MEPCOHATBHBIX JAHHBIX.

Kpome Toro, 60apIMHCTBY (PM3NUYECKUX U TEXHUUYECKUX CPEACTB 3alMTHI T Y(QPESKTUBHOTO
BBIIIOJTHEHUSI CBOMX (YHKIMH HeoOXoJuMa IOCTOSHHAs OpraHM3alMOHHas (aJMUHUCTPAaTHUBHAS)
NOJICPKKA (CBOEBpPEMEHHAs! CMEHA W 00eCTIeYeHHE TIPABHIIBHOTO XPAHEHHS M IPUMEHEHHS HMEH,
naposJjeii, nepeonpeneieHe NoJIHoMouni u T.11.). [lepepbiBbl B paboTe cpecTB 3alThl MOTYT OBIThH
MCIIOJIb30BAHBI 3I0YMBIIITICHHUKAMU JUIS aHaJIH3a IPUMEHSIEMbIX METOJIOB U CPE/ICTB 3l ThI, JUIS
BHEJIPEHUS CIIELIMAJIbHBIX TPOrPAMMHBIX U allllapaTHBIX "3aKk1a oK U IpYTUX CPEJCTB MPEO0JICHUS
3aIIUTHI.



5.5.CBOeBpeMEeHHOCTH

[peanonaraer ymnpexxaalonpil Xapakrep Mep obecnedeHus 0€30HaCHOCTH IMEePCOHAIBHBIX
JTAHHBIX, TO €CTh IIOCTAHOBKY 3a/1a4 110 KOMIUIEKCHOH 3aIlTe MEePCOHATBHBIX TAHHBIX U PEaTH3AIIHIO
Mep obecrieuyeHus: O€30MacHOCTH TEPCOHANBHBIX JaHHBIX Ha pPaHHUX CTafusxX pa3paldoTku
HHqX)pMaHI/IOHHI)IX CHCTEM B LICJIOM U UX CUCTEM 3alllMThl, B YaCTHOCTH.

Pa3paboTka cucTeMBbl 3alMTHI JOJDKHA BECTHCH MapauIeIbHO C pa3pabOTKON M pa3BUTHEM
caMHX 3allMINAeMbIX WHQPOPMAIIMOHHBIX CHCTEM. DTO MO3BOIHUT Y4eCTh TPEOOBaHUS OE30MaCHOCTH
MIPHU MPOCKTHPOBAHUY APXUTCKTYPhl W, B KOHEYHOM cUeTe, co3math Ooisiee d(pekrnBHBIC (KakK IO
3aTpaTaM pEeCypcoB, TaK M IO CTOWKOCTH) CHCTEMBI, OO0JIQJalone JOCTaTOYHBIM YPOBHEM
3aIMIIEHHOCTH.

5.6.IlpeeMCcTBEHHOCTD U COBEPLIEHCTBOBAHHE

[pearnonaraer MOCTOSHHOE COBEPIUICHCTBOBAHHWE MEP M CPEACTB 3alMTHl NEPCOHATBHBIX
JaHHBIX Ha OCHOBE€ NPCECMCTBCHHOCTU OPraHU3allMOHHBIX U TCXHUYCCKUX pemeHI/Iﬁ, KaJapoBOTO
cocTaBa, aHainu3a (YHKIHMOHUPOBAHUS WH(OpPMaMOHHBIX cucTeM OpraHu3aluyd U CUCTEMBbI UX
3alMTHl C Y4ETOM H3MEHEHUH B METOJax W CPEACTBAxX Iepexsara MHGOPMAlMH, HOPMAaTHBHBIX
TpeOOBaHU 110 3alMTE, JOCTUTHYTOIO OTEUECTBEHHOIO U 3apy0eKHOI0 OIbITa B 3TOM 00J1acTH.

5.7.PazymMHasi 10CTATOYHOCTH (IKOHOMHUYECKAsI 11€J1e CO0OPa3HOCTH)

[penmonaraer COOTBETCTBHE YPOBHS 3aTpar Ha obOecrieueHue 0e30MacHOCTH MEPCOHATBHBIX
JAaHHBIX I[EHHOCTH WH(MOPMAIIMOHHBIX PECYpCOB M BEIWYMHE BO3MOXKHOTO yiepba oOT uX
pasryiameHusi, yTpaThl, YTeUKHd, YHUUYTOXKEHUS W WCKaKEeHHs. Vcmonmp3yemble MEphl M CpEICTBa
oOecrieueHusi 0€30M1acHOCTH WHMOPMAIMOHHBIX PECYpPCOB HE JOJDKHBI 3aMETHO yXYIIIATh
SPrOHOMHUYECKHE TOKa3aTeNd paboOThl KOMIOHEHTOB HHQOPMAIMOHHBIX cucTeM OpraHuzaium.
WMznummne Mepbl 0€30MacHOCTH, TOMHMO 3KOHOMHYECKOW HEI(PEKTUBHOCTH, MPUBOIAT K
YTOMJICHHIO U Pa3IpaXCHHIO TIEPCOHaA.

Co3znath aOCONIOTHO HEMTPEOJOTUMYIO0 CHCTEMY 3allMThl MPUHIIUITHATBFHO HEeBO3MOXKHO. [Toka
MepCOHATbHBIC JAHHBIC HAXOJATCS B OOpAIlCHWH, MPUHUMAEMble MEPhI MOTYT TOJBKO CHU3HTH
BEPOSATHOCTh HETATHBHBIX BO3JCHCTBHM HIIM YIIIEpPO OT HUX, HO HE UCKIIOYUTH UX MOJHOCTEIO. [Ipu
JOCTATOYHOM KOJMYECTBE BPEMEHHU U CPEJICTB BO3MOXKHO MPEOJONETh M00y0 3ammty. [loaTomy
UMEET CMBICT pacCMaTpUBATh HEKOTOPHIA MPHEMIIEMBIH YpOBEHBL OOecTiedeHHs] 0e30MacHOCTH.
BricokoaipekTuBHAsE cHUCTEMa 3allUThIl CTOUT JIOPOTO, MCIOJB3YeT MPH paboTe CYIIECTBEHH YIO
4acTh PECypCcOB M MOXET CO3/1aBaTh OILIyTHMBIC TOMOJTHUTEIBHBIE HEYJOOCTBA IMOJIH30BATEISIM.
BaxxHo mpaBHIIBHO BRIOPATh TOT JOCTATOYHBIA YPOBCHB 3aIMTHI, MIPU KOTOPOM 3aTpaThl, PUCK H
pa3mep BO3MOXKHOTO yirep0a ObLIn Obl MPUEMIEMBIMU.

5.8.IlepconanibHasi OTBETCTBEHHOCTh

[Ipennonaraer BO3iI0XKEHHUE OTBETCTBEHHOCTH 3a 00ecrieueHne 0€30MacHOCTH MEPCOHAIBHBIX
JAHHBIX U CHUCTEMBl MX OOpabOTKM Ha KaKIOTO COTPYAHHKA B MpeJesiaX ero MoJHoMouuii. B
COOTBETCTBUM C STUM IMPUHIIUIIOM pacipesielieHre IpaB U 00s3aHHOCTEN COTPYIHUKOB CTPOUTCS
TakuM 00pa3oM, uTOoOBI B CiIydae JIF00OTO HapylieHUs KPYyr BUHOBHHMKOB ObLT YETKO M3BECTEH WU
CBEJICH K MUHUMYMY.

5.9.MyHAMHU3aAIUA TOJTHOMOYMH

O3HavaeT npeaoCcTaBICHUE MOIB30BATEIIM MUHUMAJIBHBIX MIPaB JOCTYIIa B COOTBETCTBUU CO
CITy’)KeOHOH HE0O0X0IMMOCThI0. JIOCTYIT K TepCOHATBHBIM JAHHBIM JIOJDKEH IMPEIOCTABISATHCS TOJIBKO
B TOM cliydae U 00beMe, €Cli 3TO HeOOXOAWMO COTPYAHHKY IS BBIMOTHEHUS €r0 JTOJDKHOCTHBIX
00s3aHHOCTEH.

5.10. UckiroueHue KOH(PJIMKTA HHTEPeCcoB (pa3aeieHue () yHKIMIA)



DddexruBHas cuctema obecriedeHuss MHGOPMAITMOHHON 0€30ITaCHOCTH MPEIIoIaraeT YeTKoe
pasnesieHue 00s3aHHOCTEH COTPYIHUKOB U UCKIIIOYEHHE CUTYalluii, Korga cdepa OTBETCTBEHHOCTU
COTPYOHHUKOB JOMyckaeT KOH(IuKT wuHTepecoB. Cepbl MOTEHIMATBHBIX KOH(NIMKTOB JIOJIKHBI
BBISIBIIITHCS, MUHUMH3HPOBATHCS, M HAXOANUTCS O CTPOTUM HE3aBHCHUMBIM KOHTpoJIeM. Peanm3anns
JAHHOTO NPUHIIMIA IPEojaraeT, 4To He OJUH COTPYIHUK HE JOJDKEH HMEThb MOJHOMOYMH,
MO3BOJISIIOIIMX €My EAMHOJIMYHO OCYIICCTBISTH BBIMOJHEHHE KPUTUYHBIX ornepannii. Hagenenue
COTPYIHUKOB TIOJIHOMOYHMSMH, TOPOXKIAIONIMMHA KOH(IMKT MHTEPECOB, JaET €My BO3MOXKHOCTb
MOJTaCOBBIBATh MH(OPMAIIMIO B KOPBICTHBIX LEJISAX HJIM C TE€M, 4TOOBI CKPBITH NMPOOJIEMBbI M
MOHECEHHBIE YOBITKH. JIJIs1 CHU)KEHUS pUCKa MAaHUTTYITMPOBAHUS IIEPCOHATBHBIME JJAHHBIMH M pUCKa
XUINEHUS, TaKWe MOJHOMOYHS JOJDKHBI B MakCHMAajIbHO BO3MOKHOW CTEHNEHH OBITh pPa3/ieleHBbI
MEXIY pa3IMUYHbIMU COTPYAHUKAMHU WJIU MO/Ipa3/iesieHussMH opranuzanuu. Heooxommmo npoBoauTh
NEPUOANYECKHE TTPOBEPKU 00s13aHHOCTEH, QYHKIINN | ESATENBHOCTHA COTPYIHUKOB, BHITIOTHSFOIIAX
KII04YeBble (yHKIMM, € TeM, 4TOOBl OHM HE HMEIH BO3MOXXHOCTH CKpPBIBaTh COBEpIICHHE
HenpaBOMEpHBIX AeWcTBuil. Kpome Toro, HeoOXOAMMO NpPUHHUMATH CIELUUATIBHBIE MEpPhI I10
HEJIOMYIIEHUIO CTOBOPA MEKAY COTPYIHUKAMH.

5.11. BzaumopneiicTBue U COTPYIHHYECTBO

[Ipenmomnaraer co3manue OnarompusTHON atMocdepbl B koiuiekTuBe Opranmzanuu. B Takoi
00CTaHOBKE COTPYIHUKU JOJKHBI OCO3HAHHO COOJIIOJIaTh YCTAHOBJICHHBIE MpaBUJa M OKa3bIBATh
COJICHICTBHE JIESTEBHOCTA OTBETCTBEHHOTO 32 00pabOTKy MEepPCOHATBHBIX JaHHBIX.

BaxabiM s1eMeHTOM >()EKTUBHOM CHCTEMBI OOecrieueHus 0e30MacHOCTH TMEepPCOHATBHBIX
MaHHbIX B OpraHu3anuy sIBJISIETCS BBICOKAs KylbTypa paboTel ¢ uHpopMaiuen. PykoBoacTBo
Opranu3anuy HECeT OTBETCTBEHHOCTh 32 CTPOTOE€ COOJIOJCHHE STHYECKMX HOPM U CTaHIIAPTOB
npodeccuoHanbHON NEATETbHOCTH, MOAYEPKUBAIOIIECH U JIEMOHCTPUPYIOIICH MNepcoHaly Ha BCeX
YPOBHSIX BaXKHOCTH 0OecrieueHus: nH(opmannonHoii 6eonacHoctu Opranuszamnuu. Bee coTpyaHuku
Opranu3anuy JOJDKHBI TIOHMMAaTh CBOIO pPOJb B Ipouecce olecreyeHus WHQOpMarumoHHOI
0e301acHOCTH U MPUHUMATh ydyacThe B 3TOM Ipouecce. HecMoTpst Ha TO, YTO BBICOKas KyJbTypa
obecrieueHnsi WHGPOPMAIITMOHHON OE30MaCHOCTH HE TapaHTHPYeT aBTOMATUYECKOTO TOCTHIKEHUS
1esei, ee OTCYTCTBHE CO3/1aeT OOJbllle BO3MOXKHOCTEH JiIi HapylleHHUs 0e30IacHOCTH WJIU He
oOHapyxeHus (aKTOB €€ HapyIICHUSI.

5.12. I'n6kocTh CUCTEMBI 3AILMTHI

Cucrema obecrieueHu st UHQOPMAIIMOHHOM 0€301MacCHOCTH I0JIHA OBITH CIOCOOHA pearnpoBaTh
Ha U3MEHEHUs BHEIHENW Cpelbl U YCIOBUH ocylecTBiIeHUsT OpraHu3aluy cBOel AedTenbHOCTH. B
YUCJIO TAKUX U3MEHEHHUH BXOAT:

— W3MEHEHUS OPraHU3AIMOHHON U ITaTHOU CTPYKTYpbl OpraHuzaiuu;

— W3MCHCHHUE CYIICCTBYIONMX HJIA BHEIPESHHUE IPUHITAITHAIEHO HOBBIX MH(QOPMAIIMOHHBIX

CHUCTEM;

— HOBBIC TEXHUYECKHE CPEACTBA.

CBolicTBO THOKOCTH CHUCTEeMBbI oOecrieueHHus] MH(POPMAIMOHHON 0€301acHOCTH M30aBJIsET B
TaKUX CUTYaIUsAX OT HEOOXOIMMOCTH TMPHUHATHUS KapIUHATIBHBIX MEp MO MOJIHOW 3aMEeHE CPEJCTB H
METO/IOB 3aIMTHI HA HOBBIE, UTO CHUXKAET €€ OOIIYI0 CTOMMOCTb.

5.13. OTKpBITOCTH AJITOPUTMOB M ME€XAHU3MOB 3a1LTHI

CYTI) IMpyUHOUIIa OTKPBITOCTH aJITOPUTMOB U MCXaHU3MOB 3alllMThl COCTOUT B TOM, YTO 3alllMTa
He JI0JKHA 00eCIIeunBaThCs TOJIBKO 33 CYET CEKPETHOCTU CTPYKTYPHOM OpraHM3alliy U alfTOPUTMOB
(YyHKIMOHUPOBAHUS €€ MOACUCTEM. 3HAHUE AITOPUTMOB PAOOTHI CHCTEMbI 3alTHI HE JOJDKHO
JlaBaTh BOBMOKHOCTH €€ IPEeo0IeHU (laxke aBTOpaMm). ITO, OJHAKO, HE O3HAUAET, UTO HH(POpMaIUsI
00 MCIOIb3yeMbIX CUCTEMAaX U MEXaHM3Max 3aIlMThI JJOJKHA ObITh OOILEAOCTYITHA.

5.14. IIpocToTa NpUMeHEeHUA CPeACTB 3alIMThI



MexaHu3Mbl M METOJbl 3alMThl JOJDKHBI ObITh HWHTYUTHUBHO TIOHSTHBI W TIPOCTHl B
HCIIOJIb30BAHUU.

[IpumeHeHMe CPECTB U METOJIOB 3aLMTHI HE TOJHKHO OBITH CBSI3aHO CO 3HAHUEM CITeIIHATBHBIX
S3BIKOB UJIM C BBITTOJTHEHUEM JEHCTBUMN, TPEOYIONMX 3HAYUTENbHBIX TOTOJHUTEIBHBIX TPYA03aTPaT
npu OOBIYHOU paboTe 3aperucTPUPOBAHHBIX IMOJIB30BATENCH, a Takke HE JODKHO TpebdoBaTh OT
MOJIK30BATES BBITTOTHEHUS PYTUHHBIX MAJIOTIOHSITHBIX €My OTI€paIuid.

5.15. O00CHOBAHHOCTH M TEeXHHYECKAS pPean3yeMoCcTh

HudpopmanmoHHbIE TEXHOJIOTHH, TEXHUYECKUE U MPOTPAMMHBIE CPEACTBA, CPEACTBA U MEPHI
3alMTHl TIEPCOHABHBIX JTAHHBIX JOJDKHBI OBITH peai30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAayKU U TEXHUKU, OOOCHOBAHBI C TOYKU 3pPEHUS JOCTHIKEHHUS 3aJlaHHOTO YPOBHS 0€30I1acHOCTH
UHGPOPMAIIMM M SKOHOMHYECKOW IEIeCOO0pa3sHOCTH, a TaKKe JMOJDKHBI COOTBETCTBOBAThH
YCTQHOBJICHHBIM HOPMaM U TPEOOBAHUSAM 110 0€3011aCHOCTH NEPCOHAIBHBIX TAHHBIX.

5.16. Cnennanuzanusi u npog eccuoHaIN3M

[Ipennonaraer npuBjIeYeHUE K pa3pabOTKe CPEACTB U pealu3alii Mep 3aIMThI IePCOHaTbHbIX
JAaHHBIX CHICOUAIM3UPOBAHHBIX OpI“aHI/I3aI_[I/II71, HanooJee IMOATOTOBJICHHBIX K KOHKPCTHOMY BHUAY
JEeSTEIbHOCTU 10 00ecleyeHu0 0e30MacHOCTH HHQOPMAIMOHHBIX PECYPCOB, HMEIOLMX OIbIT
HPAKTUYECKOH pabOThl ¥ TOCYAAPCTBEHHYIO JIMLIEH3UIO Ha IIPAaBO OKa3aHMs yCIIyr B ATOM 001acTH.

Peann3au1/1;1 AIMUHHUCTPATUBHBIX MCEp HW OKCIUIyaTanusd CpCACTB 3alllMThI  OOJDKHA
OCYILECTBJIATBCS ~ NPOQPECCHOHATBHO  MOATOTOBJIEHHBIMHM  crenuanucramMu  OpraHusanuu
(OTBETCTBEHHBIX 32 OPraHU3AIUIO IEPCOHAITBHBIX JAHHBIX).

5.17. O6s13aT€IBLHOCTH KOHTPOJIS

[Ipeanonaraer 00s43aTeNTBHOCTP U CBOEBPEMEHHOCTb BBISBJICHUS M IPECCUEHUsS IMOMBITOK
HapyIIeHUsI YCTAaHOBJICHHBIX IpaBUJI, oOecriedeHusi 0e30MacHOCTH TEePCOHANBHBIX TaHHBIX, Ha
OCHOBE HCHOJIB3YeMBIX CHUCTEM W  CpPEICTB  3alMThl MEPCOHAIBHBIX JIAHHBIX, IpH
COBEpILEHCTBOBAHUHU KPUTEPHEB U METO/I0B OLIEHKU Y(PPEKTUBHOCTH ITHX CHCTEM U CPE/ICTB.

KoHTponb 3a neATeNnbHOCTHIO JIOOOTO MOJIB30BATENs, KaXJOTo CpeACTBA 3alMThl U B
OTHOUICHUU JII000T0 00BEKTa 3alMThl JTOJKEH OCYLIECTBIISITHCS Ha OCHOBE NMPUMEHEHHS CPENICTB
OIEpaTUBHOIO KOHTPOJIS U PETUCTPALIMY U JOJKEH OXBaThIBaTh KaK HECAHKLIMOHUPOBAHHBIE, TaK U
CaHKI[MOHUPOBAHHBIE A€ CTBUS M10JIb30BATENEH.

Kpome Toro, addexruBHas cucrema obecrieueHUs HHPOPMAITMOHHON 0€3011acHOCTH TpeOyeT
HAJIWYUS aJCKBAaTHOM W BceoObeMIIoUmeH HHGOPMALMK O TEKYLIeM COCTOSHHHU IIPOLIECCOB,
CBSI3aHHBIX C JBMKEHUEM HH(POPMAIIUU U CBEICHHUH 0 COOIIOCHNU YCTAHOBJIEHHBIX HOPMATHUBHbBIX
TpeOOBaHUIA, a TAKOKE TOMOIHUTEIHLHON HH(POPMAIIUU, UMEIOILEH OTHOIICHHE K TPUHATHIO PELICHU .
Wudopmanns gomkxHa ObITH HaJISKHOM, CBOEBPEMEHHOM, JOCTYITHOM ¥ TPaBHIIEHO O(OPMIICHHOH.

Henocratku cucrembl oOecnieueHusi HHGOPMALMOHHOM O€30MacHOCTH, BBISBICHHbIC
corpynHuKamMu OpraHuszaluy JOJDKHBI HEMENJIEHHO JOBOAUTHCA A0 CBEACHHUS PYKOBOAMUTEIS
Opranu3anuy U ornepaTUBHO YCTPaHAThCS. Bompockl, KOTOpbIe KaXyTcs HE3HAUMTEIbHBIMH, KOIJla
OTJZIETIbHBIE ITPOLIECCHI PACCMATPUBAIOTCS U30JIMPOBAHHO, TPH PACCMOTPEHUH UX Hapsy C APYTUMU
acrmieKTaMM MOTIYT yKa3aTb Ha OTPHULATENIbHbIE TEHIEHLHUM, IPO3SIIME IEpEepacTd B KPYIHbIE
HEIOCTaTKH, €CJI OHH He Oy/IyT CBOEBPEMEHHO YCTPAHEHBI.

6. MepsbI 0o0ecnieue Hist MHG OpMaIIOHHOM 0€30MACHOCTH

Bce wMeper obOecrieueHus 0Oe3omacHOCTH  HMHQPOPMAIMOHHBIX cucTteM OpraHu3anuu
MOJIPA3ICISIOTCS Ha:

— MpaBOBHIE (3aKOHO/IATENIBHEIC);

— MOpPaJIbHO-3THYECKHUE;

— TEXHOJIOTUYECKHE;

— OpraHu3aIMOHHBIC (AIMUHUCTPATHBHBIC);

— (usuueckue;



— TeXHUYECKHe (anmapaTypHble U TPOrpaMMHBIE).

6.1. 3akoHoaaTe IbHBIE (IPABOBbIE) Me Pbl 3alLMTHI

K npaBoBbIM MepaM 3allMTBl OTHOCSTCS JEHCTBYIOIIME B CTpaHe 3aKOHBI, yKasbl U
HOPMaTHBHBIE aKThl, PErIAMEHTHPYIOUME IpaBHyia OOpaIleHUs] C TEePCOHAIBHBIMH JaHHBIMH,
3aKpeIUIAoNKe paBa U 00SI3aHHOCTH YYaCTHUKOB MHQOPMAIlMOHHBIX OTHOLUIEHUN B Ipoliecce UX
00pabOTKM M MCIOJb30BaHUS, a TAKKE YCTAHABJIMBAIOIME OTBETCTBEHHOCTb 32 HApYIICHUsS 3THX
npaBuJI. [IpaBoBBIE MEPHI 3aIUTHI HOCSAT B OCHOBHOM YITPEKIAFOIIMHN, TPOQPHITAKTUYECKUI XapaKTep
U TpeOYIOT TIOCTOSSHHOM pa3bACHUTENbHONW pPAabOThI C TOJB30BATENSIMU U OOCITY)KHBAIOIIMM
HepCcoHaIOM MH(pOPMAIMOHHBIX ccTeM OpraHu3aiuy.

6.2. MopaJjibHO-3THYeCKHEe MePbl 3alIMThI

K MopanpHO-3THUECKUM MepaM OTHOCATCS HOPMbI IOBEACHUS, KOTOPBIE TpaJUI[MOHHO
CIIOXKIJIMNCh WUIM CKIAJBIBAIOTCS IO Mepe pPACIpOoCTpaHeHUs WHQPOPMAIMOHHBIX TEXHOJIOTUH B
oOmiecTBe. DTH HOPMBI OOJIBIIIEH YACTHIO HE SBISIOTCS O0S3aTENIbHBIMU, KaK 3aKOHOJATEIBHO
YTBEpK/IEHHbIE HOPMATHBHBIE aKThI, OJIHAKO, X HECOOTIOJACHHE MOXKET MPUBECTH K MaJCHUIO
aBTOPUTETA, MPECTUKA YEJIOBEKA, TPYIIIBI JIUI] WJIM OpPTaHU3AIUH B 11eJIoM. MOpalIbHO-3TUYECKUE
HOPMBI OBIBAIOT KaK HEIMHMCAHbIE, TAK U MTUCaHbIe, TO €CTh OPOPMIICHHBIC B HEKOTOPBIA CBOJ (YCTaB)
MIPaBUJI MU TIpenucanuii. MopalbHO-3THYECKUE MEPBI 3alMUTHI SBISIOTCS MPOQHIAKTUYECKUMH U
TPeOYIOT MOCTOSIHHOM pa0OThI IO CO3IaHUIO 3OPOBOTO MOPAILHOTO KIMMAaTa B KOJIJICKTHBE.

6.3. TexHoJsiornyeckue Mepbl 3aILTHI

K nanHOMY BH1y MEp 3allATHI OTHOCSATCS Pa3HOTO POJIa TEXHOJIOTHYECKUE PELICHUS U ITPUEMBI,
OCHOBAaHHbIE HAa  HCIHOJB30BAHMM  HEKOTOPbIX  BHUAOB  H30BITOYHOCTH  (CTPYKTYPHOH,
(GyHKIMOHATBHON, WH(POPMALMOHHOW, BPEMEHHOW M T.II.) W HANpPaBJICHHbIE HA YMEHBIICHHE
BO3MO>XHOCTH COBEPIIEHUS COTPYIHUKAMHU OMIMOOK M HApyIIeHHH B paMKaxX MpPeJOCTaBIECHHBIX UM
IIpaB U MMOJTHOMOYH.

6.4. OpranuzanuoHHbIe (AAMUHUCTPATHUBHBbIE) MePbI 3AIUThbI

OpranuzanoHHble (aIMUHUCTPATUBHBIE) MEPHl 3alMTHI - 3TO MEPhl OPraHU3alMOHHOTO
XapakTepa,  perNIaMeHTHUPYIOIME  MPOIecChl  (YHKIMOHUPOBAHHMS ~ CHUCTEMBI  00pabOTKH
MepPCOHAIBHBIX JAHHBIX, HCIIOIb30BAHHE €€ PECYPCOB, AESATEILHOCTh 0OCTYKMBAIOIIETO MepCcoHaa,
a TakKe TOPANOK B3aMMOJICHCTBUS MOJB30BATENEH C CHUCTEMOW TakuM o00pa3oM, 4YTOOBI B
HauOOJIbILEH CTEMEHU 3aTPYAHUTD WJIM UCKIIOYUTh BO3MOXHOCTh pealnu3aliu yrpo3 0e30MmacHOCTH
WJIM CHU3UTH pa3Mep MOTeph B CIydae UX peain3aluu.

6.5. ®opMupoBaHUe MOJUTHKHU 0€30MACHOCTH

['maBHas 1enb aJAMUHUCTPATUBHBIX MEp, MPEANPHHUMACMBIX Ha BBICIIEM YIIPaBICHUYECKOM
ypOBHE-CHOPMUPOBATH MOJUTUKY B 00IacTH oOecreueHusi 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX
(OTpaxaroIIyr0 MOIXO/bI K 3aIMTE MEPCOHATBHBIX JAHHBIX) K 00ECTICYHUTH €€ BBITIOJTHCHUE, BBIICIISS
HEOOXOJMMBIE PECYPChI U KOHTPOJIHMPYS COCTOSIHUE JIEI.

C nmnpakTHYecKOW TOYKM 3peHUs TONUTUKY B oOjmactu obecriedyeHuss Oe30MacHOCTH
MEePCOHATBHBIX JaHHBIX B OpraHuzanuu IeiaecooOpa3Ho pa3duTh Ha JaBa ypoBHS. K BepxHemy
YPOBHIO OTHOCSITCSI PELICHHS] PYKOBOJICTBA, 3aTParuBaloNmMe JAeATeIbHOCTh OpraHu3alluu B IEJIOM.
[NonmuTHka BEpPXHETO YPOBHS [OJKHA YETKO OYEPTUTHh CQepy BIUSHUS U OTPAHUUYCHUS MpU
OTIpe/ICTICHUH TIeNieil 0e30IMacHOCTH TEePCOHAIBHBIX JaHHBIX, ONMPEACIHTh KAaKUMH pecypcaMu
(MaTepualibHbIC, CTPYKTYPHBIE, OPTraHU3allMOHHBIC) OHM OYIyT JOCTHTHYTHI, U HaWTH pa3yMHBIN
KOMITPOMFCC MEXIY MPUEMIIEMBIM YPOBHEM 0€30MacHOCTH U (DyHKIIHOHAILHOCTHIO.

[lonuTKa HUKHETO YPOBHSI, OMpEAEseT MPOIEAypbl, M IMpaBuja JOCTHKEHUS Lelned U
pelieHust 3a/1a4 O€30MacCHOCTH TEPCOHAIBHBIX JaHHBIX U JCTAIM3UPYET (PEriiaMEHTHPYET) JTH
npaBuia;



— KaKOBbI POJIM U OO0SI3aHHOCTH JOJDKHOCTHBIX JIML[, OTBEYAIOIIME 32 MPOBEICHUE MOJUTUKA
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX;

— KTO HMMeEET IpaBa JOCTyNa K IIEPCOHAIBHBIM JaHHBIM, KTO U IIPHA KaKMX YCIOBHMSAX MOKET
YUTATh U MOAU(UIIMPOBATH IEPCOHAIbHbIE TaHHBIE U T.JI.

[lonuTHKa HUKHETO YPOBHS JI0JIKHA!

— IpeIycMaTpUBaTh peryiaMeHT MH(OPMAIlMOHHBIX OTHOILEHU I, HCKIIOYAIOIIX BO3MOXKHOCTb
IPOU3BOJIBHBIX, MOHOIOJIBHBIX MJIM  HECAaHKIMOHUPOBAHHBIX [JEHCTBUH B  OTHOIUCHUH
MHQOpPMaLIMOHHBIX PECYPCOB;

— ONIPENENATh KOATUIMOHHBIE U HEPAPXUUYECKUE IPUHIIUIIBI M METO/IbI Pa3/IEIIEHUS CEKPETOB U
pasrpaHMYeHUs I0CTYIa K IEPCOHAIbHBIM IaHHbBIM;

— BbIOMpaTh NPOrpaMMHO-TEXHHYECKHe (ammaparHelie) cpeactBa mnpotusoneiicrsus HCIL,
ayreHTU(MKAIlMM, aBTOPU3ALMU, WJICHTH(GUKAIMU W  JOPYrUX  3alMTHBIX ~ MEXaHU3MOB,
o0ecrieunBaOMX TapaHTUU peau3aluy IIPaB U OTBETCTBEHHOCTU CYOBEKTOB MH(GOPMALMOHHBIX
OTHOLICHUH.

6.6. PersiaMeHTAIIMA 1OCTYNA B IOMe ILEe HUSI

KoMmmonentsl wuHGpOpMalMOHHBIX cucteM OpraHusaluy JOJDKHBI  pa3MeIiaThCs B
MOMEIICHUSIX, HaXOAALUMXCA TI0JI OXpaHOW WM HaOJIIOJIEHUEM, UCKIIOYAIOIMM BO3MOXKHOCTh
OCCKOHTPOJIBHOTO TPOHWKHOBEHHUSI B TIOMEIICHUS TMOCTOPOHHUX JIMII W OOECHeYMBaIONM
(U3UYECKYI0 COXPAaHHOCTh HAXOMSAINMXCS B MOMEIICHWH 3alMIIAEMBIX PECYpCOB (IOKYMEHTOB,
APM u T.11.). YOopKa TakuX MOMEUICHUI JJOJDKHA MMPOU3BOIUTHCS B IPUCYTCTBUH OTBETCTBEHHOTO
COTPYJIHHUKA, 32 KOTOPHIM 3aKpPEIJICHBl JaHHbIE KOMITIOHEHTHI, C COOJTIOICHHEM MEp, UCKITIOYAIOIITH X
JOCTYI MOCTOPOHHUX JIUII K 3aIMINAEMBbIM HH(POPMAIMOHHBIM PECYPCaM.

Bce mocToponHme JHIla JOMYCKAIOTCS B TOMEIICHUS C KOMIIOHEHTaMH WHGOPMAIMOHHOU
CHCTEMBI TOJIKO B IPUCYTCTBUHU COTPYAHUKOB OpraHu3aiuu.

HO OKOHYAaHHUH" pa60qero JHsA, IDTOMCHICHUA, B KOTOpBIX paSMeH_IaIOTCH KOMITOHECHTBI
MH@QOpMalMOHHBIX cucTeM OpraHu3aluy, J0JKHBI 3alIPaThCs Ha KITIOY.

B cnydae ocHameHMs TIOMEIIGHWH CpPEACTBAMH OXPAaHHOW CHUTHAIM3allMU, a TaKKe
ABTOMATHU3UPOBAHHOM CUCTEMOH IIPUEMa U PETUCTPALIUU CUTHAJIOB OT 3TUX CPEACTB, IIPUEM -Clada
TaKUX TIOMEIICHUW TOJ OXpaHy OCYIIECTBIIIETCS Ha OCHOBAHHWH CHEIHAIBHO pa3padaThiBacMoOM
UHCTPYKIIUH.

6.7. PernameHTanmms [J0MyCKa COTPYJAHMKOB K HCHOJb30BAHMI0O HH(OPMALMOHHBIX
pecypcoB

B pamMkax pazpenmTenbHON CUCTEMBI (MAaTPULIb) IOCTYIIA YCTAaHABIUBAETCSA: KTO, KOMY, KaKyIO
UH(OpMAIUIO U U1l KAKOTO BUJA JOCTYIIa MOXKET MPEAOCTaBUTh U TP KAKUX YCIIOBUSIX.

Jomyck nonp3oBarenel kK pabote ¢ MHPOPMALMOHHBIMU cucTeMaMy OpraHu3aluy U JOCTYII K
UX pecypcaM J0JKEH OBbITh CTPOro periiaMeHTUpoBaH. JIroOble M3MEHEHHUs cOCTaBa U MOJHOMOYUI
I10JIb30BaTENEH MOACUCTEM JOKHBI IPOU3BOIUTHCS YCTAHOBICHHBIM IOPSIKOM.

YpoBeHb MOJHOMOYMM KaXJIOTO TIOJb30BATENS OMpEAEseTCs MHAUBUIAYaIbHO, cOOMI0Nas
cienyromme TpeOOBaHMS:

— KXIbI COTPYIHUK MOJIB3YETCs] TOJIBKO MPEANMCAHHBIMHU €My IIpaBaMHU 10 OTHOILEHHUIO K
IEPCOHAIBHBIM JJAHHBIM, C KOTOPBIMH €My HeoO0XxoauMa padoTa B COOTBETCTBHUH C JOKHOCTHBIMU
oOs3aHHOCTSAMH. PacumpeHue mnpaB A0CTyna M MpeAOoCTaBICHHE J0CTyNa K JOMOJHHUTENbHBIM
UH(OpPMAIIMOHHBIX pecypcaM, B 00sA3aTEIbHOM HOpPSJAKE, JOJKHO  COIVIACOBBIBATHCS  C
OTBETCTBEHHBIM 32 OpraHU3aIMI0 00PabOTKU MEePCOHANBHBIX JaHHBIX;

— pykoBoauTens Opranu3aliyu UMeeT IIpaBa Ha POCMOTP MHGOPMALIMKM CBOUX IOJYNHEHHBIX
TOJIBKO B YCTAaHOBJICHHBIX IIpe/iesiaX B COOTBETCTBUH CO CBOMMH JIOJDKHOCTHBIMHU O0S3aHHOCTSIMH.

Bcee cotpyaauku Opranusanuu U 00CIyKUBaIOLMKA TepcoHal, J0JKHBI HECTH EPCOHATbHYIO
OTBETCTBEHHOCTb 3a HApYIICHMs] YCTAHOBJIEHHOIO MOpsAAKa OOpabOTKM NEpCOHATIBHBIX TaHHBIX,
[IpaBUJI XpaHEHU s, UCIIOJIb30BAHUS U NEepelaul HaXOJAIMXCS B UX PACHOPSHKEHUU 3allIAeMbIX
pecypcoB cuctembl. Kaxaplii coTpynHuk (Ipu mnpueme Ha paboTy) JMAOJDKEH MOJANUCHIBATh



00513aTeNILCTBO O COOJIOACHUH M OTBETCTBEHHOCTH 32 HapyIICHHE YCTAHOBJIEHHBIX TPEOOBaHMM 11O
COXPaHEHHUIO MEePCOHAIBHBIX JaHHBIX OpraHu3anui.

O06paboTKa MepcoHANBHBIX JAHHBIX B KOMIOHEHTaX HH(POPMAMOHHBIX cucTteM Opranuszaniu
JIOJDKHA TPOM3BOUTHCS B COOTBETCTBUU C YTBEPKICHHBIMH TEXHOJIOTUYECKUMHU WHCTPYKIHSIMH.

6.8. PersameHTamusi mpoueccoB OOCIY:KMBAHHUSI M OCYILIECTBJIEHHS MOIM(UKALUN
annapaTHbIX ¥ NPOrPAMMHBIX pecypcoB

B unensax mognepkanus pexuma MHGOPMAIIMOHHON 0€30MacHOCTH amlmapaTHO-IPorpaMMHas
KOH(UTYpaIusi aBTOMATH3UPOBAHHBIX PabOYMX MeCT COTpyAHUKOB OpraHu3anuu, ¢ KOTOPBIX
BO3MOXXEH JOCTYIl K pecypcaM HH(OPMAllMOHHOM CHUCTEMBI, JOJHKHA COOTBETCTBOBATH KPYTY
BO3JIO’KEHHBIX Ha JIAHHBIX MOJB30BaTeNel (PYHKIIMOHAIBH BIX OOSI3aHHOCTEH.

B xoMmonenTax nHGOPMAIIMOHHON CHUCTEMBI M Ha pabOYMX MECTax IMOJIb30BATENCH TOJDKHBI
YCTaHABJIMBATHCS M HCIOJIb30BATHCS JTUIEH3MOHHbBIE TPOTPAMMHBIE CPE/ICTBA.

6.9. Ob0ecneyeHne M KOHTPOJIb  (PU3HYECKOH 1EJOCTHOCTH (HEM3MEHHOCTH
KOH( urypanumn) annapaTHbIX pecypcoB

OOGopynoBanre WHMOPMALMOHHBIX CHCTEM, HCIOJB3yeMOe Ui JOCTYma M XpaHCHHS
NEPCOHATBHBIX JIAHHBIX, K KOTOPOMY JIOCTY OOCIY)KHBAIOIIETO IepCOHalia B IIpoIecce
JKCIUTyaTalluu He TpelyeTcs, MOcie HalaJoYHBIX, PEMOHTHBIX M HHBIX palbOT, CBI3aHHBIX C
JIOCTYIIOM K €T0 KOMITOHEHTaM JIOJKHO 3aKPhIBATHCSL.

6.10. IToxOop 1 MOATrOTOBKA NEPCOHANA, 00y4eHHe M0JIb30BaTeJ el

[onp3oBarenu wuHPOPMAIMOHHBIX cucTeM OpraHu3anu, a TakKe pPYKOBOISIMNA U
00CITy)KMBAIOIIMH ITepCOHAI JOJKHBI ObITh O3HAKOMJIEHBI CO CBOMM YPOBHEM ITOJTHOMOUUI, a TAKKe
OpraHU3al[MOHHO-PACIIOPSAUTEIBHOW, HOPMAaTUBHOM, TEXHUYECKOM W  SKCIUIyaTallMOHHON
JOKYMEHTAI[MeH, OINpeNeNsioneil TpeOoBaHUs M MOPAIOK 0OpabOTKM MEPCOHATBHBIX TAHHBIX B
Opranuszanuu.

ObecneyeHre 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX BO3MOKHO TOJBKO I1OCI]IE BHIPAOOTKH Y
MOJIK30BATENCH OMPEeTIEHHOM KyJbTYPhI padOoThI, T.€. HOPM, 00SI3aTEIIBHBIX /ISl UCTIOJIHECHU S BCEMU,
KTO paboTaer ¢ nH@opMannoHHbIMU pecypcamMu Opranuszanuu. K Takum HOpMaM MOKHO OTHECTH
3ampeneHie JIOOBIX YMBIIUICHHBIX WM HEYMBIIUIGHHBIX JEHCTBUN, KOTOpPHIE HApYIIAIOT
HOPMAJIBHYI0 pa0OTy KOMIIOHEHTOB HWH(MOPMAIIMOHHBIX cHcTeM OpraHu3aluu, BBI3BIBAIOT
JIONIOJIHUTENbHBIE 3aTpaThl PECypCcOB, HApPYILAIOT LEJOCTHOCTh XpaHUMOM U oOpabaTbiBaeMOi
uH(opMaIuy, HapyIIAI0OT WHTEPECHl 3aKOHHBIX MOJIb30BATENCH, BIaJeNbIIeB HIIX COOCTBEHHUKOB.

Bce monp3zoBaTenn nHPOPMAMOHHBIX cucTeM OpraHU3amuy JODKHBI OBITH 03HAKOMIICHBI C
OpPraHU3al[MOHHO - PpACHOPSIUTENBHBIMA JOKyMEHTaMH 110 oOO0ecledeHHI0 0e30MacHOCTH
NePCOHANIBHBIX JaHHBIX OpraHu3aliiy, B 4aCTH, UX Kacaroleics, TODKHBI 3HATh M HEYKOCHUTEIBHO
BBIMIOJIHATh HMHCTPYKIMM U 3HaTh o0OlMe O0O0S3aHHOCTH MO0 o0OecreyeHno 0e301MacHOCTH
HePCOHAIIBHBIX JIaHHBIX.

JloBenenne TpeOOBaHMI YKa3aHHBIX JOKYMEHTOB /IO JIMI, JONYIIEHHBIX K 00paboTke
3allMIAEMbIX MEPCOHAIBHBIX JAHHBIX, JOJKHO OCYLIECTBIATHCS MO POCIUCH.

6.11. OTBeTCTBEHHOCTH 32 HApPYUIEHHS] YCTAHOBJIEHHOIO MOPSAAKA MOJb30BAHUA
pecypcaMu uHG}p opMAIMOHHOI cucTeMbl Oprann3anuu.

Mepa OTBETCTBEHHOCTH [TEpCOHAIA 3 ICHCTBUS, COBEPILEHHBIE B HAPYILIEHNE YCTAHOBICHHBIX
npaBuil obecriedeHus: Oe30macHO pabOThl ¢ MEPCOHAIBHBIMU JAHHBIMH, JOKHA ONPENENAThCS
HAHECEHHbIM YIEpOOM, HaIM4YMEeM 3J10I0 YMbICIa U JAPYTMMH (AKTOpaMH [0 YCMOTPEHHIO
pykoBojicTBa Opranu3amui.

Jns peanu3anuyl MPUHIKAINA TTEPCOHAITBHON OTBETCTBEHHOCTH IIOJIB30BATENIC 3a CBOM
NEeWCTBUSI HEOOXOIUMBI:



— WHVBUTyaJIbHAs MICHTU (DU KAIUS TT0Ih30BATENICH U HHUIIUUPOBAHHBIX MMM ITPOIIECCOB, T. €.
ycTaHoBJeHHe 3a HuMU wuaeHtudukaropa (logn, Username), Ha ©0a3ze KkoTtoporo Oyner
OCYIIECTBIIATECS pa3rpaHUYCHHE IOCTYIa B COOTBETCTBUH C TPUHITUIIOM OOOCHOBAHHOCTH JIOCTYIIA;

— IIpOBepKa MOUIMHHOCTH TI0JIb30BaTeNeH (ayTeHTU(UKALKs) Ha OCHOBE MapoJIei;

— peakius Ha TONBITKA HECAHKIIMOHUPOBAHHOTO JIOCTYyIA (CUTHAIHM3AIUs, OTOKMPOBKA | T.JI.).

6.12. CpeacrBa obecnedye Hist 0€30MACHOCTH Ie PCOHATBHBIX JTAHHBIX

s obecrieuenust mHpopMarimoHHo# 6e3omacHoctr OpraHu3aiuy UCTIOJIB3YIOTCS CIICTYIOITH €
CPEICTBA 3aIUTHI:

— (m3HUeCcKHe CPENICTBA;

— TeXHUYECKHUE CPEJICTBA;

— CpeACTBa UACHTU(DHUKALNY U ayTeHTH(PHKALIMK TOJIb30BaTENICH;

— CpeJICTBa pa3rpaHUuEHUS JOCTYIA;

— cpencTBa 00ecrieYeHHs U KOHTPOJIS LEIO0CTHOCTH;

— CpeJICTBa OMEePaTUBHOTO KOHTPOJIS M PETHUCTPAIIMU COOBITHI 0€301acHOCTH.

CpencTBa 3alMTHl JOJDKHBI MPUMEHSATBCA KO BCEM pecypcaM HMHQPOPMALlMOHHBIX CHCTEM
Opranu3zannu, He3aBUCUMO OT UX BUJIa U (OPMBI MpeAcTaBlIeHUsI HH(GOPMaIlUK B HUX.

6.12.1. ®u3nyeckue cpeacTBA 3aLMTHI

dusnyeckue Mepbl 3alMTHl OCHOBAHBI Ha MPUMEHEHUH pA3HOTO poJla MEXaHHUYECKUX,
AJICKTPOHHBIX WJIU  DJICKTPOHHO-MEXaHHYECKUX YCTPOHCTB M COOPYXKEHHH, CHEIHAIBHO
npeaHa3HAauYeHHBIX IS CO3aHUs (PU3MIECKIX MPEMATCTBHI HAa BO3MOXKHBIX ITYTSIX MPOHUKHOBEHHS
Y JIOCTYIIa TOTEHIIHATBHBIX HAPYIIUTENICH K KOMITOHEHTaM CUCTEMBI M 3aIIMIIIAEMBIM TIEPCOHaTbHBIM
JAaHHBIM, a TaKKe TEXHUYECKHX CpEACTB BU3YaJbHOIO HAOMIOACHUS, CBSA3M U OXPAaHHOUH
CHUTHAJIN3ALHH.

Hns obecrieuenust (u3nyueckol O€30MaCHOCTH KOMITIOHEHTOB WHMOPMAIITMOHHOW CHCTEMBI
Opranu3zany HeOOXOUMO OCYIIECTBIIATh PsIl OPraHU3ALMOHHBIX U TEXHHUYECKUX MEPOIPHUSATHH,
BKJTIOYAIONIMX: TPOBEPKY OOOPYIOBaHUS, IPEAHA3HAYCHHOTO Uil OOpabOTKH TEPCOHATBHBIX
JTAHHBIX, Ha:

— HaJIMYHUE CIeIHabHO BHEIPSHHBIX 3aKIIQIHBIX YCTPOHCTB;

— BBEJICHUE IOTTOJIHUTEIBHBIX OTPAaHUYCHUH 110 JOCTYITY B TOMEIICHHUSI, TIPEHA3HAYCHHBIC JIIST
XpaHeHUs 1 00pabOTKU MEepCOHATbHBIX TaHHBIX;

— 00opynoBaHHUE CUCTEM HH(POpMaTU3aIUMY YCTPOMCTBAMH 3alIUTHI OT COOEB AJIEKTPOITUTAHUS
U TIOMEX B JINHUSIX CBSI3H.

6.12.2. TexHu4eckue cpeaCTBA 3aAUTHI

Texnuueckue (anmapaTHO-TIPOTPAMMHBIE) MEpbl 3alMThl OCHOBAaHBI Ha HCIOJIH30BAHUU
Pa3IMYHBIX JIEKTPOHHBIX YCTPOUCTB U CITEIHATLHBIX TPOTPAMM H BBITIOJTHSFOIIAX (CAMOCTOSTEIIEHO
WJTH B KOMIIJIEKCE C JPYTUMHU CpeACcTBaMu ) GyHKIIMHU 3alUThHI (MACHTH(OUKAIIUIO ¥ ayTCHTH (PUKAIIUTO
MI0JIK30BATENEH, pasrpaHYEHNUE JOCTYIIAa K pecypcaM, pErucTpaIiio COObITHH, KpUnTorpaguiyeckoe
3aKpbITHE UH(OPMALIMH U T.J.).

C yueToMm Bcex TpeOOBaHU Y U MPUHIIUIIOB 0OecTeueHn s 0e30MaCHOCTH EPCOHANBHBIX JAHHBIX
110 BCEM HAIPABJICHUSM 3aIMTH B COCTaB CHCTEMBI 3aIUTHI JTOJKHBI OBITH BKITIOYCHBI CIICTYIOIIH €
cperncTBa:

— CpeJlICTBA pa3rpaHUYCHUsI JOCTYNA K JaHHBIM;

— CPEJIICTBA PETHCTPAIINH JIOCTYIIA K KOMITOHEHTaM HH(QOPMAIIMOHHOM CHCTEMBI 1 KOHTPOJIS 32
U CIOJIb30BaHNEM MH(popMaLum;

— CpEJIICTBA pearnpoBaHMs HA HAPYIIICHHUST PeKUMa WH(QOPMAIIMOHHOM 0€301TaCHOCTH.

Ha Texuuyeckue cpeacTBa 3alMThl BO3JIaraeTcsl pelieHre CIeAYIOIMX OCHOBHBIX 3a/1a4:

— uneHTuUKaKs U ayTeHTU(UKAIIHUS TTOJB30BATENICH TTPH TOMOIIM MMEH WU CIIeHATbHBIX
arnapatHeix cpeacts (Advantor, Touch Memory, Smart Card u T.11.);



— perjJaMeHTalusl U ynpaBJICHHE JOCTYIIOM I10JIb30BaTeNield B MOMEIICHUS, K (PU3UYECKUM H
JIOTUYECKUM YCTPOMCTBAM;

— 3aIMTa OT MPOHUKHOBEHHS KOMIBIOTEPHBIX BUPYCOB W Pa3pyIIMTEIHHOTO BO3JACUCTBUS
BPEJIOHOCHBIX MPOTPAMM;

— peTucCTpaIus BCeX ACHCTBUHN IMOTB30BATEIS B 3alMINICHHOM JKypHAJIe, HATHYUE HECKOJIBKH X
YPOBHEH pETHCTpPAIINH;

— 3a0MTa JAaHHBIX CHCTEMBI 3alMTHI Ha (PaiiIOBOM CcepBEpE OT JOCTYIA MOJIL30BaTENICH, B UbH
JIOJDKHOCTHBIE 00SI3aHHOCTH HE BXOJIUT padboTa ¢ mHQpopMaIliu, HaxoasIericsi Ha HEM.

6.12.3. CpeacrBa naeHTu( MKANUU U ayTeHTU( NKAIUH N0JIb30BaTeJIe i

B mensx mpemorBpameHust paboThl ¢ pecypcamMu HHGOPMAIMOHHBIX cucteM OpraHusanmu
IOCTOPOHHMX JIML[ HEOOXOIUMO O00ECIeYUTh BO3MOXXHOCTh PACIO3HABAHUS KAXKIOTO JIETalIbHOTO
MIOJIK30BATENs (MJIIM TPy Mojb3oBaTenei). s uaeH Tugukanuu MOTyT IPUMEHSTHCS PA3TMIHOTO
po/a yCTpolCcTBA: MarHUTHBIE KAPTOYKU, KITIOYH, KINIOYEBBIE BCTABKH, UCKETHI U T.I1.

AyreHTu¢uKanus  (MOATBEpXKACHUWE MOJIMHHOCTH) TIOJNb30BaTeNel  Takke  MOXKET
OCYIIECTBIISTHCS:

— IyTeM [pPOBEPKH HaIW4Ms Yy TOJb30BaTeleld KaKUX-JMOO CIEeUUaTIbHBIX YCTPOMCTB
(MarHUTHBIX KapTOUEK, KIIFOUYEH, KITIOYEBBIX BCTABOK H T.11.);

— IyTeM IPOBEPKH 3HAHUS MMH ITapoJIeii;

— IyTeM TMPOBEPKM YHUKAIBHBIX (M3UUECKAX XapaKTepUCTUK U TapaMeTpoOB CaMHX
HOJIb30BATENEH IIPU MOMOIM CIIEUATBHBIX OMOMETPHUECKUX YCTPOICTB.

6.12.4. CpeacTBa pasrpaHU4eHHs] JOCTYyIA

30Hbl OTBETCTBEHHOCTM M  337a4M  KOHKPETHBIX TEXHHYECKUX CPEJCTB  3alllThI
YCTaHABIIMBAIOTCS UCXO/ISl U3 UX BO3MOXKHOCTEH M AKCILITYaTallMOHHBIX XapaKTEPUCTHK, ONMHMCAHHBIX
B JIOKyMEHTAI[M{ Ha JaHHBIEC CPEJICTBA.

Texuuueckue cpeacTBa pasrpaHMYEHUs JOCTYNA JOJKHBI IO BOBMOYKHOCTH OBITh COCTaBHOU
YacThIO €JMHON CHCTEMbI KOHTPOJISI IOCTyNA!

— Ha KOHTPOJIMPYEMYIO TEPPHUTOPHUIO;

— B OT/ICJIbHBIC TOMEIIICHUS;

— K KOMITOHEHTaM HHQOPMAIUOHHON cpeapl OpraHu3amuy U JEeMEHTaM CHCTEMbI 3alThI
MepPCOHATBHBIX JAHHBIX ((PU3MUECKUI JOCTYM);

— K HH(QOPMAIMOHHBIM pecypcaM (IJOKyMEHTaM, HOCHTEsIM HHGopMaIuu, gaiinam, Habopam
JAHHBIX, apXUBaM, CIIpaBKaM U T.1.);

— K aKTUBHBIM pecypcaM (MIPUKIaJHBIM IIPOrpaMMam, 3a/1a4aM U T.11.);

— K OIepaliuOHHON CUCTeMe, CUCTEMHBIM ITPOrpaMMaM U MporpaMMaM 3alyThl.

6.12.5. CpeacrBa o0ecnedeHUsI 1 KOHTPOJISA eJJOCTHOCTH

CpenctBa obecriedeHHs I1I€JIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpeACTBA PE3EPBHOIO
KOITUPOBAHMS, MPOTPaMMbl aHTUBHPYCHOW 3aIlMTHI, MPOTPAMMbI BOCCTAHOBJIEHUS I[€IOCTHOCTH
OTIepaIiMOHHON Cpe/bl U 0a3 JaHHBIX.

CpencTBa KOHTPOJIS 1IETOCTHOCTH WH(OPMAIMOHHBIX PECYPCOB CHUCTEM MPEAHA3HAYCHBI JUIS
CBOEBPEMEHHOTO OOHAPYKEHUSI MOIM (DUKAITNU WITH MCKaKEHUSI peCypCcOB cUCTeMbl. OHH ITO3BOJISIOT
o0ecneunTh MPaBUIBHOCTh (DYHKIMOHUPOBAHUS CHCTEMBI 3aMTH M IEJIOCTHOCTh XPAaHHUMOH M
o0OpabaTeiBaeMOil HH(pOpMAIIIH.

KonTpone 1memoctHocT WHQOpPMAaMM W CPEACTB 3alMTHI, C LENbI0 O0ECTICYeHHS
HEM3MEHHOCTH WH(POPMAIIMOHHON CpeAbl, OINpenensieMold MPeayCMOTPEHHOH —TEXHOJOTHEH
00paboOTKH, W 3alMTHl OT HECAHKIMOHUPOBAHHON MOAM(PUKALIMY NEPCOHATBHBIX JaHHBIX JIOJKCH
o0ecrieunBaThCsL:

— CpeACTBaMHU pasrpaHUuEHUss JO0CTyrna (B TIOMENIEHUs, K JOKYMEHTaM, K HOCHTEIsM
uHdopMaIuu, K cepBepam, JIOTHIECKMM YCTPOHCTBAM U T.I1.);



— CpeaACTBaMu 3JICK1“pOHHOI71 IIOAIINCH,

— CpcACTBAMHU IMOACUYCTAa KOHTPOJIBHBIX CYMM (IIJISI HCIIOJIB3YEMOI'O IporpaMMHOTO
obecrieueHus).

6.12.6. CpeacTBa ONIEPAaTUBHOIO KOHTPOJISA M PETUCTPALIMU COOBITHI 0€30MACHOCTH

CpenctBa 0OBEKTUBHOTO KOHTPOJS JOJKHBI oOecrieunBaTh OOHAPYKEHHUE U PETHCTPAIHIO
Bcex coObITUH (eficTBUi nonb3oBaTeneil, monsiTok HCJI 1 T.11.), KOTOpble MOTYT TOBJIEYb 332 COO0H
HapyllleHne O€30MacHOCTH W NPHUBECTU K BO3HUKHOBEHUIO KPU3HUCHBIX CHUTyalluid. AHamu3
cOOpaHHOW CpeACTBaMHU perucrpanuyd HHEGOpPMallUM TO3BOJISET BBIBUTH (PAKTHI COBEpPIICHUS
HapYIICHUH, UX XapakTep, MOJCKa3aTh METO/1 €ro PacciieIOBaHUS U CIIOCOOBI TOMCKA HAPYIIMTENS U
ucnpaBiaeHus cutryauuu. CpeacrtBa KOHTPOJISI W PEruCTpalliy  JOJDKHBI  IIPEIOCTaBJIATh
BO3MO>KHOCTH:

— BEJCHUS M aHajdu3a >KypHAJIOB pErucTpauu CoObITUM 0e30MacHOCTH (CHCTEMHBIX
JKYPHAJIOB);

— MOJIy4€HU s TBEPJOH KOMHMH (II€4aTH ) KypHaJla perucTpai cOObITUI 6e30MacCHOCTH;

— YIOPSIIOYEHU S KYPHAJIOB, a TAKKE YCTAHOBJICHUS OTPaHUYEHUN HA CPOK UX XpaHEHUS;

— OIEpaTUBHOTO ONOBELICHUSI OTBETCTBEHHOTO 32 OpPraHM3alii0 00pabOTKH MepCOHATBHBIX
JTAHHBIX O HApYLICHHUSX.

[Tpu peructpanuu coObITHI OE30MACHOCTH B KypHaje MOJKHA (PUKCHUPOBATHCS CleIyromIas
uHopmarus:

— JlaTa ¥ BpeMs COOBITHS,

— UJCHTU(PHUKATOP CYOBEKTa, OCYIIECTBIISIONIETO PETHCTPUPYEMOE JICHCTBHE;

— JeficTBHUE (THUII IOCTYIA).

6.13. Kontpoab 3¢ ¢peKTHBHOCTH CHCTEMBbI 3a1IUTHI

Kontponb >(deKTHBHOCTH 3alMTHl TEPCOHATBHBIX JAaHHBIX OCYIIECTBIISETCS C IENBI0
CBOCBPEMEHHOTO BBISBJICHHMS M MPEAOTBPALICHUS YTEUKH MEPCOHAIbHBIX JAHHBIX 3a CUeT
HECAaHKIIMOHUPOBAHHOTO JIOCTYNa, a TakKe TMPEAyNpekACHUS BO3MOXKHBIX CIICIHATBHBIX
BO3/ICICTBUI, HANPABICHHBIX HAa YHWUYTO)KEHHE IEPCOHAJBHBIX JTAHHBIX, pa3pylleHHE CpPEeICTB
uH(opMaTH3aIIH.

KoHTpOIb MOKET TPOBOUTHCS MPUBIIEKAEMBIMH JUTS ATOH 1[E€JTH OPTAaHU3AIIH SIMU, HTMEIOIIIMMHU
JIMIICH3UIO Ha ATOT BUJ ICSTEIEHOCTH.

Onenka >(peKTUBHOCTH Mep 3aIMThI TEPCOHAIBHBIX JAHHBIX TPOBOAUTCS C UCTIOIb30BaHUEM

TEXHHYECKHX M MPOTPAMMHBIX CPEICTB KOHTPOJS Ha IMPEIMET COOTBETCTBUS YCTAHOBJICHHBIM
TpeOOBaHUSIM.



